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Abstract— Cognitive Radios have been advanced as a tech-| g — " |
nology for the opportunistic use of under-utilized spectrun since -
they are able to sense the spectrum and use frequency bandsid
Primary user is detected. However, the required sensitivit is very
demanding since any individual radio might face a deep fade.
We propose light-weight cooperation in sensing based on hdr
decisions to mitigate the sensitivity requirements on indiidual
radios.

We show that the “link budget” that system designers have to | .~ = ————
reserve for fading is a significant function of the required poba- Time (min)
bility of detection. Even a few cooperating users{10-20) facing
independent fades are enough to achieve practical threstblevels Fig. 1. NTIA spectrum allocation and the measured usageeaBtrkeley
by drastically reducing individual detection requirements. Hard  Wireless Research Center. The measurements were perfam@®.5GHz
decisions perform almost as well as soft decisions in achieg freduencies over a period of 10mins.
these gains. Cooperative gains in a environment where shagiong
is correlated, is limited by the cooperation footprint (area in
which users cooperate). In essence, a few independent usa@re other secondary users to get access to frequency banddyalrea
more robust than many correlated users. allocated to Primary users while these are not using it. Gne o

Unfortunately, cooperative gainis very sensitive to adversar- s e .
ial/failing Cognitive Radios. Radios that fail in a known way the ways of achieving this is called Opportunistic Spectrum

(always report the presence/absence of a Primary user) caneb Sharing. Under such a regime, secondary users are allowed to
compensated for by censoring them. On the other hand, radios operate in frequency bands without the consent of the Pyimar
that fail in unmodeled ways or may be malicious, introduce a users of these bands, as long as they do not interfere with
20Uﬂdbolﬂ aChLeVaENG Se”Si“VitB; (?QUCtionS-kAS a rule ththm% the Primary user. The FCC has already legalized this type
It we believe that 5 users can fail in an unknown way, then the ¢ g4 ing in the 5.4GHz band (5.470GHz to 5.725GHz) [4].
cooperation gains are limited to what is possible withV trusted . ) . Y

users. Devices in this spectrum range have to periodically sense fo

the presence of military radars.

Frequency (Hz)

| INTRODUCTION A. Cognitive Radios

Over the past years, traditional approaches to spectrumcognitive Radios have been proposed as a technology to
management have been challenged by new insights into fhfyiement Opportunistic sharing since they are able toesens
actual use of spectrum. In most coqr_nrles, all frequenca®s h o spectrum and adapt their usage accordingly. Cognitive
been completely allocated to specific uses. For example, ®&dios must be able to demonstrate usage with minimal harm
National Telecommunication and Information Administoati 1, he Primary user. This task is rendered difficult due to
(NTIA) frequency allocation chart (see Figudg indicates cpajienges in sensing the spectrum in a reliable manner. If a
multiple gllpcatlons over essentially all of the frequebeynds. Cognitive Radio does not see energy in a particular band can
Thus, within the current regulatory framework, spectrum ap 5ssume that the Primary user is not present? The answer
pears to be a scarce resource. On the other hand, actual Nedends on what level of energy it can reliably “see”.
surements indicate low utilization, (see spectrogram gufé  Agier all, a secondary user may suffer unlucky multipath
1) [1]. This view is also supported by studies conducted by thg,q/or severe shadowing with respect to the primary transmi
FCC's Spectrum Policy Task Force which have reported vagf At the same time, its own transmissions may interfeta wi
temporal and geographic variations in the usage of alldcatg primary receiver should it decide to transiito account

spectrum [2] [3]. for possible losses from multipath, shadowing and building

As the measurements clearly show, many who have b&gsnetration, the secondary user must be significantly more
allocated frequency bands (Primary users) by the regwylator
agency are not using them all of the time, at all places. At the'Another paradigm for spectrum sharing involves negotiateblicensing
same time, others may like to use spectrum locally, but do rf}{ands from primary users through either long term cotitramr the use of
. . . secondary “spot markets” in spectrum. We do not discussapatoach here.
have a ”ght to use the correspondlng frequenmes. Thexefor 2This is related to the well known “hidden terminal problem”wireless

one way of increasing spectrum utilization is to enable éhesetworking.



sensitive in detecting than the Primary receiver [5]. To get e
a better understanding of the problem, consider this: aa}pi
Digital TV receiver operating in a 6MHz band must be able
to decode a signal level of at least -83dBm without significan
errors [6]. The typical thermal noise in such bands is -106dB
Hence a Cognitive Radio which is 30dB more sensitive hase
to detect a signal level of -113dBm, which is below the noise
floor3

B. The Motivation for Cooperative Sensing

The two major sources of degraded signals are multipath®
and shadowing. For a given frequency, multipath variesifsign
cantly with a displacement G}lf as discussed in [7] (whereis .
the wavelength). In the absence of multiple antennas, pheilti
radios can act as a proxy for displacement or movement. The
presence of multiple radios helps to reduce the effects of
severe multipath at a single radio since they provide nieltip
independent realizations of related random variablesh Wit *
multiple realizations, the probability that all users sem
fades is extremely low. In essence we wish to make Cognitive
Radios’ spectrum sensing robust to severe or poorly modeled
fading environments. Cooperation allows us to achieve this
robustness without drastic requirements on individualosad

C. Objectives and key insights

Use of cooperation in wireless has been studied exter}-
sively especially with respect to achieving diversity g;ain0
and lowering outage probabilities via cooperation of mebil
users [8]. In the Cognitive Radio context, we would like
to exploit this cooperative effect in a different way. Rathe
than improving confidence by increasing cooperation, wetwa
to maintain confidence while reducing competence! Hen(‘f‘g1

Cooperation allows independently faded radios to collec-
tively achieve robustness to severe fades while keeping
individual sensitivity levels close to the nominal path
loss. Furthermore, a small number of radies1(-20)

are enough to achieve practical sensitivity levels.
Practical “link budgets” for dealing with fading depend
strongly on the target probability of detection which in
turn depends on the tolerable probability for harmful
interference at the Primary receiver and the number of
non-cooperating Cognitive networks.

Communicating tentative hard decisions can achieve co-
operative gains nearly identical to sharing soft decisions
In a correlated fading environment, we cannot necessarily
operate robustly with the sensitivity levels predicted by
the analysis of independent users. In this case, polling
a few independent users is better than polling many
correlated users.

Radios that fail in unmodeled ways or may be malicious,
introduce a bound on achievable sensitivity reductions.
As a rule of thumb, if we believe that a fractioh of
users can fail in an unknown way, then the cooperation
gains are limited to what is possible witt trusted users.

Il. PRELIMINARIES

A. Cooperative Regimes

The level of cooperation is determined by the bandwidth
the control channel and the quality of the detector. Using
these two metrics we can define three regimes of interest:

Low bandwidth control channel, Energy detector radios:
Irq this regime, we expect a low bandwidth control channel
ich is especially true of initial setup stages. Under such

our chosen metric is the reduction in sensitivity requiratae

once cooperation is employed (See Figure 2). Sensitivig 0
radio is inherently limited by cost and delay requirement

Thus the device designer can figure out the implicatio
of cooperation on the device specification through the w
understood metric of detection sensitivity, thereby iSota

the issue from unrelated concerns like the access regime,
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Fig. 2. Cooperation allows us to mitigate the effects of path and
shadowing and hence the detection threshold can be set ttoee value of
nominal path loss.

In this paper, we show the following results:

30f course, being below the noise floor does not automaticailke
the detection problem impossible. The correlation stmectof the primary
transmissions, in particular the presence of known piloe$ can make it
possible to detect. However, it is always harder to deteckeresignals as
compared to stronger ones.

a scenario, it is realistic to assume that the radios exahang

fdecisions or summary statistics rather than long vectors of

faw data. Furthermore, we assume radios that have no prior
iformation about the correlation structure of the signad a

f
ilgﬁnce must integrate the received energy. In [9], it has been
S

own that in the presence of noise uncertainty, energydete
rs cannot detect a signal below a certain SNR value (called
N Ryqn)- This is the regime of interest in this paper since it
gives us the lower bound on cooperative performance.
Low bandwidth control channel, Detectors utilizing signal
statistics: An example of such detectors are cyclo-stationary
detectors which utilize the correlation in the signal anddse
perform better than energy detectors [10]. However, giten t
presence of a low bandwidth control channel, only summary
statistics can be exchanged.
High Bandwidth Control channel, All possible detectors:
In this regime, Cognitive Radios can exchange entire rawa dat
and hence sophisticated detection can be performed. In this
scenario, it may be possible for tightly synchronized radm
collectively overcome th& N R ;.

B. Radio Sensitivity as a metric for Cooperative Gain

Cognitive Radios must be constrained not to exceed the tar-
get probability of harmful interference at the Primary rieee



(Pgy). If there are K non-cooperating systems potentially Multipath We assume that small scale fading is flat and
contributing to the interference, then each individualteys exhibits a Rayleigh distribution. For Primary user detatti
or network must ensure that its probability of detectiontis #lat fading yields the worst case performance since frequenc
leastPp system ~ 1—% (this can be derived by applying theselectivity provides multiple ‘looks’ at the same signamg
union bound to the event that any system interferes with thely, Rayleigh fading is considered, since the case ofréaste
Primary receiver). As the number of cooperating radi¥$ in  is when we cannot count on line of sight between the Cognitive
a given Cognitive network is increased, the required pridbabRadio and the Primary transmitter. It is important to nota th
ity of detection of an individual radidp ,q4i, IS reduced as multipath cannot be relied upon to yield gains (our aim isyonl
(assuming independent observations at each radio) [12], [1to avoid severe multipath losses) since we could easily @nd u
in a deployed scenario where there is Ricean fading.

Pporogie = 1— W Shadowing Shadowing on the log scale has been assumed
rade system to be normally distributed [13] based on the application of
- 1_ | Prr Central Limit Theorem to a large number of small absorptive

K losses. The standard mechanism to derive the shadowing

Viewing this equation on the log scale reveals tNascales environment is to take measurements at various locatiare fo
as the logarithm of which implies that an order of magni-fixed transmitter-receiver separation and attribute threamae
tude increase in the deployment of non-cooperating systeinsthe measurements to shadowing. A naive interpretation
can be compensated by a linear increase in the numberwafuld indicate that shadowing can lead to a gain — however
cooperating users within each system. Xdncreases beyond it must be realized that the mean received power level in this
log K —log Py, the requiredPp ,44i0 rapidly approache8. case has no physical significance. To relate the shadowing to

The reliability of an energy detector depends on the r#éie distance dependent path loss, we used a different mbdel o
ceiver’s noise characteristics, the received signal gtrerand shadowing where shadowing is viewed as losses via a series of
the length of time that is used for integration. The receivazbstacles. For each obstacle, there is a small probalildty t
signal strength is our focus for two reasons: the obstacle will be missed. Using this model, shadowing is

« In the presence of noise uncertainty, users below tN&ewed asextraloss beyond the distance dependent path loss.

SNR.,.; cannot improve their performance even withience,

infinite integration times. v { 0 w.p. 0.2

« Limits on integration time may be imposed by the dwell unif(0, 2)dB  w.p. 0.8

times of the Primary Users.
Based on this discussion, our model of the radio is simple:and the net shadowing is expressed as:
given a threshold for the received signal strengtthe radio
declares that the Primary user is present if and only if the g_ 1 ZY'
received signal strength is greater thianfo meet the target VM !
Pp radio, it is necessary that the received signal strength
exceed even in the worsPp .4, fraction of the fades. Since The loss per obstacle was adjusted to fit the variance of the
cooperation makesp .4, close to zero, the system as dneasured log-normal standard variable of around 3.5dB [14]
whole becomes robust to the details of the fading environmehhe resulting value of\/ (number of obstacles encountered)
, was 15 whilex was 10.25dB. The Complementary Cumulative
C. The Radio Channel Distribution Function (CCDF) of the resulting shadowing
The Radio channel has three different elements which athdom variable is shown in Figure 3 along with the CCDF
important for our analysis: of multipath.

(1)

=1

Distance dependent Path LossPath loss forms the most i e
significant portion of the energy loss. A realistic model of oo — ot
cooperative cognitive usage is a group of users localizet in 2
small area £ 1km?2). In such a situation, differences due to %
path loss are negligible (.1-.5dB)n this paper, we consider a 5™
group of Cognitive Radios situated at a distance of 60km from g
a TV transmitter of 100kW power. The distance of 60km is o
well beyond the grade B service contour of TV reception [6]. Loss due to different physical phenomenon (d6)

4The cooperation footprint (area in which users cooperaté)niited by . ) . .
the Primary user's coverage area. The cooperation footfmindetecting a 19 3. Complementary CDF of Loss (in dB) due to different gibgl effects.

wireless microphone is a lot smaller than that required fa@iVatransmitter.

Also note that the usage footprint (area in which users comcate with each It is also important to keep in mind that shadowing is
other, for e.g. a cell) may be vastly different from the caagien footprint.

When the usage footprint is larger than the cooperationpfots collective n(_)torlous_ly hard to model aqcurately and its statistics\awy
decisions may not be applicable to all users. widely with deployment environment.



IIl. GAINS FROM COOPERATION

A. Impact of number of users

Using the loss model discussed in the previous section, we
simulated the allowed reduction in sensitivity of indivadu
radios as the number of users is increased. This simulasion a

Sensitivity(dBm)
v |

v Multipath Only, Probability of Detection = 90%
2000 @ Multipath Only, Probability of Def 5%
o

sumes path loss predictions by the NTIA model at a confidence o | S on ot ot oo
level of 15% as the nominal distance dependent path loss [15]. " o S v, rBaion=55%
This model accounts for losses due to frequency, distance, 9 e users (B scaiey P

antenna heights, polarization, surface refractivity,ceieal

ground constants and climate and henc? yields rea_-“StE: l%.& Sensitivity variation with number of users (Freouyer 800MHz, Dis-

levels. The setup of the Cognitive Radio system is showmce=60km, TV transmitter height=200m, CR height=3m)thwhultipath

in Figure 4. Radios send their decisions to a designat@): 'esults show an unbounded improvement in sensitastyhe number of
. . . users is increased. Multipath together with shadowing estise threshold to

Controller_(\_/vhlch could be one of t_he radios) that _combln%gymptotica”y approach the nominal path loss.

these decisions. The controller decides that the Primagr Us

is present if any one of the radios has detected the Primary.

Using this scheme, Figure 5 shows the change in sensitivii¢gep the probability of false alarm tolerable. To underdthis

with increasing number of users under three different edfechetter, consider the problem of detecting a signal in aditi

multipath only, shadowing only and multipath together witvhite Gaussian noise (AWGN) with an noise uncertain{g].

shadowing. We consider gains beyond the nominal path lossras useri, our goal is to distinguish between the hypotheses:

artificial and these should be ignored. When multipath is-con

sidered together with shadowing, the threshold asymgatibtic
approaches the nominal path loss. Half the gain is achieved Ho : Yi[n] = aWi;n] n=1,....M
by using~10-20 users, beyond which the gains exhibit a ‘law Hs:Yi[n]= X[n]+aW;n] n=1,....M

of diminishing returns’ as the number of users is increased. . _ _
Given that we are using a simple energy detector, the test

statistics available undét, is [17]:

Designated controller

i &
NI VA
<~ i 1 M
S e o3 N 211/, 2
~ M T(Yi) = 37 2" Wiln] @
~\ i Jj=1
Primary Transmitter *
N Cognitive Radios Its can be shown that:
MT(YZ) ~ V2 (3)
Fig. 4. Cooperation setup. The designated controller csllesam- oﬂaﬁ} XM

ples/decisions from the individual radios and makes thd fieaision.
For large M, this behaves a:A/'gJ\{, 2M). Hence we can
It is important to realize that a single user acting alon@pproximate7 (Y;) asN (a?o2, 2(’%).
must be robust to extremely rare events. These events ard we wish to have a net probability of false alari{4) to
not well modeled by the Central Limit theorem, and mape around).14 percent, the threshold should be 8ettandard
in fact not be properly modeled by any single statisticaleviations away from the mean. This places the threShattd
model given the uncertainty that surrounds actual deplo&m%gmmo_i(l + V2(9+In N)

scenarios. At these levels, sensitivity predictions ardetter 5se noise power.

than pure guesswork in the single user context. One of the,:or soft decoding, we can bound performance by assuming

major advantages of cooperative sensing is that it allows {8; a| the samples are provided to the user with the best
to have collective robustness to fading while not requitisg channel. In that case the probability of false alarm thrégsho

). The factora?, o2 is the worst

maxr T w

to have great faith in the fading model for even moderate&cjl 2 2 32 ;

n be set at; . o7, (1 + —==), whereN is the number of
uncommon fades. users %l VMN)
B. Soft versus Hard cooperation To observe the differences between soft and hard decoding

- . ‘we simulated a group of users at a distance of 60km from the
It has been argued that soft decision combining of sensiRg yansmitter. The number of users in this group was varied
results yields gains that are much better than hard degisy the effect on radio sensitivity for a 95% probability of
sion combining [16]. This is true when radios are tightlyetection was observed. The results of this simulation @n b
synchronized in which case they can collectively overcom@e, in Figure 6. The small difference between hard and soft
the SNR,.;. From [9] we know that the physical noise

uncertamty gives a IOW_er bound on S|g_nal_ strength that & Usesyye need to introduce the tiny/log IV correction term to translate system-
can reliably detect. This lower bound is increased furtloer fevel false alarm probabilities to radio-level false algpnobabilities.



decision arises from the effectively longer integrationds in footprint. A similar effect can be seen in [16] where the
the soft case, but is less than a fraction of a dB. When tpeobability of missed opportunity does not go to zero in a
dominant limits come from uncertainty, this gain in effgeti spatially bounded correlated fading environment.

integration times is not useful.
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Fig. 7. (a) Sensitivity variation with number of users unddfferent
Fig. 6. Radio sensitivity for soft versus hard decoding. $hell difference correlation characteristics (no multipath). Correlatioauses the system to
between the two is due to the effectively larger integratiiome in the soft poll more users to achieve a given threshold. (b) Compatiegimpact of
case. varying users versus varying the cooperation footprinte plot emphasizes
the need for independent samples; gains from increasinguhwer of users
is asymptotically limited in a correlated environment.
IV. SHADOWING CORRELATION

In [11] the received signal is treated as a complex Gaussian
process and the effect of correlation is identified. Theroati
detector is derived assuming that a single entity has acces$he results presented so far have established that collec-
to all the data and performs optimal detection. These mesulively sensing spectrum availability can deliver tremeuslo
show that higher correlation yields a higher probabilitfadée gains even with a small to moderate number of perfectly
alarm for the same probability of detection. trusted users as long as they occupy a large enough coop-

It is important to understand that the main source of correration footprint. These gains are significant enough tofjus
lation between the channels observed by two radios is shaevisiting the current per-device model of licensing tisatsed
owing. Multipath at different radios is essentially unegated globally. At this point, a key question emerges — what is the
since multipath exhibits correlation on the scalejofRadio impact of a few malfunctioning devices on the collective?
placements on this scale can be safely assumed to be unjformISuch trust issues are natural in cooperation since there are
distributed and independent of each other. Shadowing on iheentives in reporting results in a certain way. For examnpl
other hand, can exhibits high correlation if two radios aréognitive Radios may assert the presence of a Primary user, i
blocked by the same obstacle. Shadowing correlation displavhich case they deny others the opportunity to take advantag
distance dependence which has been studied extensivdly [08 the available bandwidth, or deny the presence of Primary

To study the effect of shadowing correlation, we simulatedsers (when users want to use the channel at any cost). Radios
a group of Cognitive users in a line at a distance of 60kmay be simply malicious and/or failing in unknown ways.
from a TV transmitter as shown in Figure 4. The designatddncertainty due to trust also provides a way of modeling user
controller examines the detection results of uSefie effect uncertainty in decision making. For example, sensing tesul
of increasing cooperation on the sensitivity threshold of &f a user may be inaccurate in the presence of other secondary
individual radio can be seen in Figure 7(a). It must be notétinsmissions. Such a radio may erroneously decide that a
that we ignore multipath effects in this simulation. Primary is present.

Increased correlation decreases our chances of gettingra
with a very good channel and hence more users need to
polled for independent looks at the same random variable.Dealing with radios that always report the absence of a
For distance dependent correlation, this translates idesae Primary does not require knowledge of the number of liars
to poll users which are further away i.e. a large enoudh the system. Such users effectively reduce the number of
cooperation footprint. This effect can be seen in Figure.7(ctual users in the system and can be compensated for by
Here, we are interested in studying the sensitivity gainthas @ corresponding increase in the total number of users. For
number of users and their cooperation footprint is variethE example, if 50% of users always report the absence of a
set of points represents increased user density. Incgedtsin  Primary then we can double the number of users in the system.
number of users for a given cooperation footprint asymptot- On the other hand, unknown/malicious radios can severely
ically reaches a limit which is dependent on the cooperatiéfpact cooperative performance. Figure 8 shows the impact

of having a« fraction (@ € [0,1])) of N users behave
6We choose a linear increase model since the shadowing atioreimodel unpredictably (this fraction may swing between reporting

as proposed in [18] only predicts one dimensional coratatFurthermore, £ Pri d it b - d fashi
we have used the conservative suburban model fit from [18]revliee presence of Primary and its absence in a random fashion).

correlation is always positive. To be robust to the case when this fraction always reports the

V. IMPACT OF UNTRUSTED USERS

S . . - .
Lik).eDealmg with malicious Adversaries



presence of a Primary, we must set the detection threshejghce. When correlation is distance-dependent, cooperiati

at BN where > « ie. we declare that a Primary user iglesired among more distant users. Increasing the number of
present if BN Cognitive Radios see the Primary user. Thasers in a distance-dependent correlated setting is asgimpt
problem arises when these radios start reporting the abseoally limited by the cooperation footprint. Furthermoredyard

of a Primary user. Not only do they effectively reduce thdecision scheme performs as well as soft decisions, withl sma
number of real users in the systemMd1 — «), but they also differences arising from the finite number of samples.

now require a fractionlf’—a of the trustworthy users to detect Even so, trust is critical for such a cooperative systems to
the signal. Explicitly, the resulting probability of detex for operate reliably. Users that fail in a known fashion (agderty

a given threshold is given by: the presence of a Primary user), can be compensated for,
by increasing the number of users polled. Unfortunately,

BN—1
N(l -« - )i ici il i
Pii=1- Z ( ( _ )) (1— F(t) F@E)NI=)=i (4) malicious users or users that fail in gr_wmodeled_ ways impose
= 1 an upper bound on achievable sensitivity reductions. Adea ru

of thumb, if one out of everyV users is untrustworthy, then

where F'(¢) is the cdf of the received signal strength. the

sensitivity of an individual receiver may not be reduced

below what is possible withlv trusted users.

The individual sensitivity threshold tolerable for a group
with a fraction of% liars is the same as that achievable by a
trusted system withV users. This threshold forms an uppery
bound even when the actual number of users is increased
beyondN. Hence for 1% liars, the final achievable thresholdlz]
is -76dBm which is the threshold for a trusted system with
100 users. The mathematical intuition for this result can bé]
obtained by seeing that even when the number of users is
large, for a fractior\% of them to detect the primary requires [4)

that the threshold be such tha(t) < 1 — 2 whereyisa [l
function of Py,p and so the thresholdmust be small enough [6]
and cannot be made any larger than that. When the proportion
of malicious users is high, it does require a moderatelyelarg[7]

number of users to reach these asymptotic limits.
(8]

El

[10]

| Sensitivity(dBm)

[11]

— Percent liars=0%

x  Percent liars=1%, Detection Threshold=2% .
o Percent liars=5%, Detection Threshold=6%
o Percent liars=10%, Detection Threshold=11%

L & Percent iars=209%, Detection Threshold=22%

0 20 40 60 80 100 120 140 160 180 200
Number of users

[12]

[13]

Fig. 8.  Sensitivity Variation with malicious adversarieShe threshold [14]
achievable for a group with a fraction % liars is the same as that achievable
by a trusted system withv users

[15]

VI. CONCLUSIONS [16]

In this paper, we have suggested light-weight cooperason a
a means to reduce the sensitivity requirements on an ingivid [17]
Cognitive Radio. Exploiting cooperation among multiplerss
may be the only mechanism to achieve a target system-lepel
probability of detection in the case when each Cognitivéorad
faces anSN R,,.;; below which it is unable to reliably detect a
Primary. With enough trusted cooperation, we only need to be
sensitive enough to deal with the nominal path loss. However
this requires cooperation among users facing more or less
independenfading. Shadowing is likely to be correlated across
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